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Introduction

The Generic Bootstrap Architecture (GBA) and the Authentication and Key Management for Applications (AKMA) features enable a User Equipment (UE) and an (Network) Application Function or (N)AF to authenticate each other and share a common secret key after an application session establishment procedure. Both GBA and AKMA are application frameworks which require a specific application protocol (called Ua in GBA and Ua* in AKMA) which uses this shared key for authentication or security establishment. This work item specified the Internet Engineering Task Force (IETF) Object Security for Constrained RESTful Environments (OSCORE) as an application protocol for GBA and AKMA. 

Description
Both GBA and AKMA include a generic application session procedure between a UE and a (N)AF. The UE provides some parameters to the (N)AF only known to the UE and the network functions, the Bootstrapping Server Function (BSF) in GBA and the AKMA Anchor Function (AAnF) in AKMA. After the application session request by the UE, the (N)AF requests a shared key from the network (the BSF in GBA or the AAnF in AKMA) using the parameters of the application session request provided by the UE. The network (BSF or AAnF) responds with a shared key and potentially other parameters to the (N)AF. Then the UE and (N)AF use the shared key for authentication of each other and for other purposes such as encrypted channel establishment. The interactions between the UE and (N)AF are specified in GBA and AKMA in a generic way assuming a carrier application protocol (Ua for GBA and Ua* for AKMA) for the parameters of the application session request from the UE to the (N)AF and potentially for any response parameters for the application session response from the (N)AF to the UE. 

The integration of OSCORE as an application protocol included the specification of the application session request/response between the UE and the (N)AF for both GBA and AKMA procedures, in other words this work item specified OSCORE as a Ua protocol for GBA and a Ua* protocol for AKMA. The key shared between the UE and (N)AF along with a set of OSCORE parameters is used for bootstrapping the OSCORE Master Secret Key for the protection of the communication between the UE and (N)AF.
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